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Abstract

Interest in and development of mobile agent software systems has burgeoned in
the past five years. Code mobility has many attractive attributes for performance
and dynamic deployment of new distributed computing and information manage-
ment applications. An active message is a datagram encapsulated as a mobile
agent. The agent is persistent in the network, moving from node to node under its
own internal routing logic and control at the application layer.

Active messages are particularly attractive in networks that have very unreliable
links such as wireless networks in which the nodes are mobile. Such networks
experience frequent link failures and other changes in topology. Active messages
allow data to propagate between nodes that may never have viable TCP/IP type
connections.

In spite of the growing implementation interest in mobile agents and active
messaging, there are essentially no analytic models or results dealing with their
performance. This paper presents a simple model for active messages in a net-
work with frequent link failures. Using this model, we develop expressions for the
expected delivery time of an active message along one path as well as expected
delivery time for duplicated messages traversing disjoint paths between source and
destination nodes.

1 Introduction

Mobile agents are programs that can migrate from computer to computer under their own
control, carrying some part of their execution state with them. Mobile agent systems
have been developed for a variety of languages and mobility models [6]. The original
motivation for this programming paradigm was to make certain distributed information
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processing tasks more efficient by moving code  the data when the data is large relative
to the expected answer obtained from processing the data. or example, a uni ue
search of a large, remote database could be efficiently done by moving a relatively small
piece of code to the remote database server, executing the code there and sending a
relatively small result back to the client machine.

This is essentially the concept behind the well known and successful ava pplet.
Mobile agents, however, have the added abilities of making multiple hops within a network
and carry some execution state information along with them. Mobile agents are therefore
direct generali ations of the applet concept.

Most mobile agents are general programming systems with features added to support
program mobility such as state capture, forking, registration, security and network sens
ing. Mobile agents can therefore easily implement active messages . n
is data encapsulated as a mobile agent with user de ned routing logic. Mobile agent sys
tems are excessive for implementation of active messages since active messages re uire
only a limited subset of the full mobile agent functionality to perform the routing logic.

ctive messages implemented as mobile agents are persistent in a network and can
route themselves. ince they are implemented at the applications layer, active messages
are not lightweight. onetheless, we have found the concept useful in multihop wireless
network where nodes are mobile so that disconnects are fre uent and routing information
may not be reliable.

Consider for example a multihop wireless network with three nodes, , and C.

ode and node C are too far apart for a direct wireless link. ode is mobile and
initially close enough to  to be within radio range but is also initially too far from C
to establish a radio link. s node moves from towards node C, it moves out of the
range of ode and into node C s range. odes and C may never have a TC type
connection between them. y encapsulating data as an active message from source node

for destination node C, the message can move to node , remain at node until node
C is reachable and then nally migrate to the destination, node C.

This paper is an initial attempt at modeling and analy ing the performance of such
an active messaging system. Clearly, modeling of the movement of all nodes within the
system is not possible without a speci ¢ mobility model for the nodes which will be very
application speci c¢. Our approach is to model nodes that connect sender and receiver
as a linear array with unreliable links. The state of a link is a ernoulli process at
each time interval which is considered to be relatively long compared to transmission
speeds , the link is either up or down according to a ernoulli probability distribution. f
two ad acent links are up simultaneously, the active message can propagate across both
and so on.  hen a link is down, the message parks and waits for the next link to be
up so it can continue the migration to the ultimate destination.

ection analy es this simple linear array model with independent ernoulli links as
well as correlated fading channel links. n ection , we study the case of multiple paths
between sender and receiver. ctive messages are duplicated and sent along dis oint
paths and each path is modeled as a linear array with identical, independent ernoulli
links. Closed form expressions for expected arrival times are derived for active messages
in both cases.

The models and results in this paper are rigorous but preliminary in the sense that
much remains to be done. onetheless, these results are encouraging in that they indicate
that analysis for this type of active messaging model is possible and that much more
complexity can be added into future, more realistic models.



cur i tion 1

Consider a linear network model with 1 nodes as depicted in igure 1, where the
nodes are labelled and for all 1 , hop connects node to
node
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igure 1~ message traversing multiple hops

e consider a discrete time model, where time is divided into uniform slots. The link
failure model for each link is an independent ernoulli process, where is the probability
that hop is up or available in a given time slot. n Maxemchuk [ ], each hop is assumed
to have identical average interarrival times as well as identical average service times. n
a multi hop wireless environment with extreme multi path distortion, this may not be a
valid assumption.

Complementary to the link being up or available, we have 1 as the probability
that at hop , the link is down for a given time slot. Thus, the probability that the link
is up for the very rst time during slot is e ual to the probability that the link was
down for all previous 1 time slots.

nder the TC model, for time slots sufficiently long e.g. at least as long as the
time out period all links must be up to insure no message loss, so that using the ernoulli
model described above, this occurs with probability . The probability that this
event occurs for the rst time at the time slot is 1 . Thus,
the average time to traverse hops in a TC model is

1
1 1
1

The above result is essentially in [1] for end to end performance in active networks.

n our model, we consider a methodology allowing a message to
move along as many hops as possible in a given time slot i.e. no propagation delay
without any message loss. That is to say, all links need not be up and available for a
message to traverse a link but if all links happen to be available in a given time slot, the
message will in fact traverse all hops end to end. or example, in the notation of our
model, a message can propagate from node tonode at time slot 1 with probability

, stall there for two time slots since hop is down for the rst three time slots

with probability 1 and then propagate to node  at the fourth time slot with
probability . This particular event occurs with probability 1

et be the probability that, under this model, the message rst reaches node
at time slot . ecogni e that the rst message reaches node  at time slot provided

Observing e ects due to propagation delay is outside the scope of this paper and is left for future
work



the message reached node at time slot , stalled for time slots and
then traversed hop to reach node at time slot . The probability of this event is

1 1 which also includes the case . ince these events are
independent and dis oint, we have

1 1 1
and
— 1
sing 1, it can be shown that
1 1 1
sing and then we can separate into a sum of terms that is the average

delay at the 1 hop and the hop as shown below

1 1 [ 1]
e writing the result above, we have the average delay e ual to — 1.
ecogni ing that 1 1 —, we are done.
]
— 1
se Theorem 1 with for all 1
L]

ntuitively, when all the link probabilities are e ual to , we could have obtained
an upper bound average delay by using the single hop result of - and multiplying this
by . This is in the spirit of the results in [ | for exponentially distributed interarrival
and service times where a message may be restricted from traversing multiple hops in
a single time slot. Moreover, Maxemchuk s use of the leinrock model [ | is perhaps
too restrictive by modeling 1 ueues which do not translate well for modeling the
distribution of multipath channel distortion.

n this section, we consider the case where all hops are modeled as passing through a
correlated fading channel. peci cally, we consider the multipath fading of a wireless
mobile channel modeled as a aleigh distribution. e can then view the success and
failure of a message being transmitted over a hop approximately as a simple two state
Markov chain [ | as depicted in igure a . The concept of modeling success and
failures of a data block for a correlated aleigh fading channel was rst considered by



[ ] and further developed for TC wireless fading channels in [ ]. e shall consider the
correlation e ects of a link being available during di erent time slots. ote that in this
subsection, the de nition of and  has been altered to suite the stochastic nature of
the fading channel model.
or each time slot, the probability that a link is up and available will depend on
whether the link was available or not available during the previous time slot. peci cally,
for hop , the transition probability matrix is shown in igure b, where is the
probability that hop is up during time slot given that hop was up during time slot
1 i.e. in igure a , beingin state during time slot 1 and remaining in state
for the next state, . imilarly, 1 is the probability that hop is up during time
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a Two state markov chain b Transition matri
igure simple markov chain
slot given that hop was down during time slot 1 i.e. in igure thisis e uivalent
to being in state 1 during time slot 1 and remaining in state 1 for the next state,

. Given the channel transition matrix for each hop we can easily obtain the steady
state probability of the hop being up, and similarly, the steady state probability of

the hop being down, 1 for each hop . i.e. or each hop we have and
1 -

et be the probability that, under this model, the message rst reaches node

at time slot . ecogni e that a message arriving at hop 1 for the rst time at

exactly time slot must always be in state at time slot . Moreover, recogni e that the

message reaches node  at timeslot for the rst time provided the message reached node
at time slot , stalled for time slots and then traversed hop to reach node

at time slot . The probability of this event is 1 1 1 , for

and 1 , for ince these events are independent and dis oint, we have

The method of deriving the hop average time is similar to the recursive method of
proof for Theorem 1 and is left to the reader.

1 1
1 -
1 1

y using Theorem , when the transition matrix is e ual for each hop, i.e. for all hops
, and , we have the average delay at the hop e ual to 1

ecogni e that setting 1 for all , we get and Theorem is
e uivalent to the result of Theorem 1 as expected.



ino 1 r nt tion

n this section, we consider the case when the link failure at each hop is the same. s in
Corollary , we assume that for each link, the probability that the link is up and available
is

ince is the probability that the message reaches the hop for the rst time
at exactly time slot , recogni e that the expression for is simply 1
multiplied by all the possible ways to stall 1 times in  possible hops. i.e.
1 1
1
1

This is the well known binomial distribution.
n alternate derivation for Corollary can be shown using the following useful propo
sition.

The derivation for the above proposition is straight forward using a binomial identity
and is left to the reader.

The concept of transmitting identical copies of a message along dis oint paths is
characteri ed by Maxemchuk as redundant dispersity routing [ |, in the form of packet
transmissions. e now consider the case where sender source node may spawn iden
tical messages in an attempt to reduce the average message delay. peci cally, the source
is allowed to duplicate  identical messages to be transmitted to the destination along
dis oint hops. n this model, we assume that each message will traverse the same number
of hops . Moreover, for any link, the probability that the link is up and available at a
given time slot is assumed to be e ual to for each time slot.

et be the probability of a message reaching hop rst at time slot and

be the probability that the link is up and available at hop in a given time slot. e can
express the probability of a message reaching hop  rst at time slot in terms of a sum
of the probabilities of a message reaching hop 1 rst at previous time slots . le.
1 1 The probability of a message reaching hop after
time slot can be expressed by one minus the sum of all the probabilities of the message
arriving before or during time slot . et be the probability that the message

arrives at hop  after time slot . i.e. 1
or the case of  identical messages transmitted along hops, the probability that at
least one of the messages reaches hop rst at time slot can be expressed by
Thus, the average time for one of the  messages

to reach hop can be expressed by

ote that when 1 we get

efore stating the theorem we introduce the following notation. et




ecogni e that

sing 6 and , we have

et be e ual to the rst term on the right hand side of and be e ual
to the second term on the right hand side of . i.e.
and
Then for where and are all evaluated at , we have
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1
1 1
1
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1
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1
1 1 1
ecogni e that is simply one with out the last term, so that
1
1 1
11
1 1 1
Combining , 1 ,and 11 , we have
1
1 1 1
1
1 1 1
]
1 1
ecogni e that for 1 in the above corollary, we get the expected result of - for the

average time for a single message to traverse a single hop. n this particular case, the
average delay is identical to the average delay for a TC connection described earlier.
e now consider the other extreme case.

1 lim 1

s a conse uence of Theorem , for identical messages traversing  hops,
1 partial derivatives need to be calculated. peci cally, for the case of two identical
messages , partial derivatives need to be computed. This motivates the
following result, originally considered by Chiou and i [ ] as the two copy case, but
for packets transmitted through an 1 ueue.



1 1 1

ecogni e that for two identical messages, from Theorem , the average delay over
hops re uires calculating 1 derivatives, half the number re uired using Theorem
uppose is the total time for the = message to traverse hops, where 1

n the simulation where identical messages are considered, we compute the time
re uired for each of the  parallel dis oint paths and choose the minimum among these
times for each time slot. i.e. or each time sample we choose min .

The simulated average times were all computed for approximately 1 iterations.

peci cally, each message end to end time computation was averaged over 1 samples.

igure a displayed the theoretical values for TC versus a single message using our
store and forward model. These results imply that for very unreliable links, there is a
signi cant gain in end to end delay performance over multiple hops utili ing our store

and forward model. Conversely, for extremely reliable links 1i.e. in igure
a , there is very little motivation to consider this model versus TC . igures b c¢
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igure  Theoretical and simulation plots for multiple messages



displayed the theoretical values for a single message and two identical message case as well
as the simulated average end to end delay for link probabilities respectively.

ote that theoretical values for the two identical message case are computed only for
the rst three hops. s expected, the two identical messages case reduces the average
delay relative to the single message case.  owever, for larger link probabilities, the
improvement may be considered negligible coinciding with the previous results for TC .
This is reaffirmed by the simulation results depicted in igure d where we examine
up to ve identical messages on dis oint paths for link probabilities . Moreover,

igure d suggest that the amount of improvement by replicating additional identical
messages dramatically reduces.

ri 0 in r

n this paper, we considered two methodologies for obtaining closed form solutions for
average active message delay incurred over multiple hops in a network. The recursive
relationship methodology proved useful in obtaining a closed form solution over multiple
hops with correlated link failure probabilities. sing the binomial relationship, we ob
tained a closed form solution for average time of a message to traverse hops as a function
of the number of duplicate copy messages transmitted. Ithough these result suggest a
potential gain for networks with low link probabilities, there is clearly a trade o we need
to investigate for bu er allocations and added link capacity utili ation.
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