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Abstract

Wirelessnetworksare an ideal environmentfor mobile
agents,becausetheir mobility allows themto moveacross
anunreliablelink to resideona wiredhost,next to or closer
to the resources they needto use. Furthermore, client-
specificdatatransformationscanbemovedacrossthewire-
lesslink, andrunonawiredgatewayserver, with thegoalof
reducingbandwidthdemands.In thispaperweexaminethe
tradeoffsfacedwhendecidingwhetherto usemobileagents
to supporta data-filteringapplication,in which numerous
wirelessclientsfilter informationfrom a large datastream
arriving acrossthe wirednetwork. We developan analyti-
cal modelanduseparameters fromour ownexperimentsto
explore themodel’s implications.

1. Introduction

Mobile agentsareprogramsthat canmigratefrom host
to hostin a network of computers,at timesandto placesof
their own choosing.Unlike applets,both the codeandthe
executionstate(heapandstack)move with the agent;un-
like processesin process-migrationsystems,mobileagents
movewhenandwherethey choose.They aretypically writ-
tenin a languagethatcanbeinterpreted,suchasJava, Tcl,
or Scheme,andthustendto beindependentof theoperating
systemandhardwarearchitecture.Agentprogrammerstyp-
ically structuretheir applicationso that the agentsmigrate
to thehost(s)wherethey canfind thedesiredservice,data,
or resource,so thatall interactionsoccuron the local host,
ratherthanacrossthenetwork. In someapplications,a sin-
glemobileagentmigratessequentiallyfrom hostto host;in
others,anagentspawnsoneor morechild agentsto migrate
independently.

A mobile-agentprogrammerthushasanoptionnotavail-
able to the programmerof a traditional distributed appli-
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cation: to move the codeto the data,ratherthanmoving
the datato the code. In many situations,moving the code
may be faster, if the agent’s stateis smallerthan the data
thatwould bemoved. Or, it maybemorereliable,because
theapplicationis only vulnerableto network disconnection
duringtheagenttransfer, notduringtheinteractionwith the
resource. For a survey of the potentialof mobile agents,
see[CHK97, GCKR00].

Thesecharacteristicsmake mobile-agenttechnologyes-
peciallyappealingin wirelessnetworks,which tendto have
low bandwidthand low reliability. A user of a mobile
computingdevice canlauncha mobileagent,which jumps
acrossthewirelessconnectioninto thewiredInternet.Once
there,it cansafely roamamongthe sitesthat hostmobile
agents,interactingeitherwith local resourcesor, whennec-
essary, with resourcesonremotesitesthatarenotwilling to
hostmobile agents.Onceit hascompletedits task, it can
returnto (or senda messageto) its user, usingthewireless
network.

Clearlytheagentcaseavoidsthetransmissionof unnec-
essarydata,but doesrequirethetransmissionof agentcode
from client to server. The total bandwidthconsumption
from codetransmissiondependson the agentsizeandar-
rival rate.For mostreasonableagentcodesizesandarrival
rates,thesavings in datatransmissionmaybemuchlarger
thanthe codetransmissions.Of course,eachclient’s code
could be pre-installedon the server.1 This approachpre-
supposes,however, that the clientsareknown in advance.
In many of theenvironmentsthatwe consider, new clients
with new codecanappearat any time, andpossiblydisap-
pearonly a shortwhile later. In scenarioslike theonedis-
cussedin thispaper, weneedat leastadynamic-installation
facility, andmobile agentsgive us the flexibility to move
filtering codeto any point in thenetwork, andto move the
codeagainas the situationchanges.Although we do not
considersuchmulti-machinescenariosin this initial paper,
they will beanimportantpartof futurework.

In this paperwe analyzethepotentialperformanceben-

1In fact,mostmobile-agentsystemsinclude,or plan to include,some
kind of code-cachingfunctionality, so that the agentcodeis transferred
only thefirst time thatanagentvisits amachine.



efitsof a typical applicationscenario.Thescenariois suffi-
cientlygeneralto reflectmany applications,from amilitary
applicationin which field unitsaremonitoringinformation
sourcesasdiverseasweatherdataandintelligencereports,
to commercialapplicationsin which consumersaremoni-
toringstockreportsandnewsstories.

In our scenariotherearenumerousinformationproduc-
ers, eachof which pushesout a steadystreamof infor-
mation,suchasweatherobservations,stockquotes,news
stories,traffic reports,planeschedules,troop movements,
andthe like. Clearly eachsourcehasa differentdatarate
andfrequency. Therearealsonumerousinformationcon-
sumers,whosecomputersareconnectedto a wirelessnet-
work channel. We assumethat the information streams
gatherat a gateway server, which then transmitsthe data
acrossthe wirelesschannelto the consumers. Although
we modela singleserver, in a largesystemwe expectthat
theserver would be a largemultiprocessoror cluster, such
asthoseusedin largeInternetserverstoday. Althoughwe
modelasinglewirelesschannel,theresultsareeasilyexten-
sibleto multiplechannels,eachwith its own server, whether
in separateregionsor in overlappingregions.

Eachconsumeris interestedin a different(but not nec-
essarilydisjoint) subsetof thedata.Theconsumeris inter-
estedin only a few of the information streams,and then
only in somefiltered set of items in thosestreams. For
example,a traveler may monitor the weatherstream,but
not thestockstream;of theweatherstream,they maycare
only aboutthe locationsaffecting their travels today. The
first steprequiresno computation;the secondmay require
somecomputationrelatedto thesizeof thedatastream.We
modela consumer’s interestsasa setof tasks, all running
on thatconsumer’ssinglecomputerclient.

We comparetwo approachesto solvingthis problem:

1. The server combines and broadcastsall the data
streamsoverthewirelesschannel.Eachclient receives
all of thedata,andeachtaskoneachclientmachinefil-
tersthroughthe appropriatestreamsto obtainthe de-
sireddata.

2. Eachtask on eachclient machinesendsone mobile
agentto theserver. These“proxy” agentsfilter thedata
streamsontheserver, sendingonly therelevantdataas
amessageto thecorrespondingtaskon theclient.

We usetwo performancemetricsto comparethesetwo
techniques:the bandwidthrequiredand the computation
required. We can directly comparethe usageof the two
techniques,andwe canevaluatethecapacityneededin the
server or the network. Clearly, the mobile agentapproach
tradesservercomputation(andcost)for savingsin network
bandwidthandclient computation,a valuabletradeoff if it
is importantto keepclient weightandpower requirements
(andcost)low.

In the next section,we list and define the parameters
that arisein the analysis. After that, we derive the basic
equations,andinterprettheir significance.In Section3, we
describeour experimentsusedto obtainthe valuesof key
parameters.In Section4, weusetheresultsof thoseexperi-
mentsto exploretheperformancespacegivenby ourmodel.
Wedescribesomerelatedwork in Section5,andsummarize
in Section6.

2. The model

Sincethedatais arriving constantly, we think of thesys-
temasa pipeline;seeFigure1. We imaginethat,duringa
time interval

�
, onechunkof datais accumulatingin thein-

comingnetwork buffers,anotherchunkis beingprocessed
on theserver, anotherchunkis beingtransmittedacrossthe
wirelessnetwork, andanotherchunkis beingprocessedby
theclients.If thedataarrivesatanaveragerateof � bitsper
second,theaveragechunksizeis

� � bits.
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Client
Client

Client
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Figure 1. The scenario viewed as a pipeline .

For the pipeline to be stable,then,eachstagemustbe
ableto completeits processingof datachunksin lessthan�

time, on average(Figure2). That is, ����� �
, �	�
� �

,���
� �
, and ����� �

. In the analysisthat follows we
work with thesesteady-stateassumptions;asfuture work,
wewouldliketo exploretheuseof aqueueingmodelto bet-
ter understandthe dynamicpropertiesof this system,such
asthebuffer requirements(queuelengths).
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Figure 2. The pipeline timing diagram. The
letter s represent data chunks. For example ,
between time ��� and ��� chunk A is being pro-
cessed by the clients, chunk B is being trans-
mitted from the server to the clients, chunk C
is being processed by the server, and chunk
D is being received by the server.



2.1. The parameters

Below wedefineall of theparametersusedin ourmodel,
for easyreference.��� input datastreams’speed(bits/sec);� � time interval (seconds);� � � � , the sizeof a datachunkarriving during time

period
�

(bits);� � wireless channel’s total physical bandwidth
(bits/sec);��� � communicationoverheadfactor for broadcast
(
�������

);� � � � � � , theeffective bandwidthavailablefor broad-
cast(bits/sec);�� � communication overhead factor for agents
(
�� !�"�

);�  � � �# 
, the effective bandwidthavailablefor agent

messages(bits/sec);�%$ � thebandwidthavailablein theserver’swired Inter-
net connection,for receiving datastreams(bits/sec);
presumably

�%$!&!&'�
;( � numberof clientmachines;) � index of aclientmachine(

�!* ) * ( );+-, � number of tasks on each client machine
)
,�.* ) * ( ;/ � index of a task(

�.* / * + , );+ �10 + , , totalnumberof tasks;2 � arrival rateof new agentsuploadedfrom theclients
to theserver (persecond);3 � averageagentsize(bits);4!5,76 � thefractionof thetotaldata

�
thattask

/
onclient

)
choosestoprocess(by choosingto processonlycertain
datastreams);4 ,76 � the fraction of the dataprocessedby task

/
on

client
)
, producedasoutput;8 ,96;: �=<>4!5,76 <?4 ,96A@ � computationalcomplexity of task

/
on

client
)

(operations);2B � the averagecomputationalcomplexity, for a given� : B � CD 0 ,96 8 ,76E: �F<>4!5,96 <>4 ,76G@H@ . It is a convenient
shorthand.I ,KJL,NM � averagenumberof operationsneededfor a new
agentto startandto exit;OQP, � performanceof clientmachine

)
(operations/sec);R P, � performanceefficiency of thesoftwareplatformon

theclientmachine
)

( R P, �"� );OQS � performanceof the server machine (opera-
tions/sec);3R S � performanceefficiency of thesoftwareplatformon
theserver ( R S ��� );

2Weexpectthat TVUXW will havelittle dependenceon Y , directly, but more
on Y�Z\[] ^ .

3Weassumethatall agentsgetequal-priorityaccessto server cycles.

Notes.
�

is theraw bandwidthof thewirelesschannel,but
thatbandwidthis never fully availableto applicationcom-
munication. We assumethat a broadcastprotocol would
actuallyachievebandwidth

� �
andamobile-agentmessag-

ing protocolwould achievebandwidth
�  

. In Section3 we
discussour measurementsof

�  
and

� �
.

Whencomparingamobile-agentapproachto amoretra-
ditional approach,we think it is most fair to expect that a
traditional systemwould usecompiledcodeon the client
(suchas compiledC code),whereasa mobile-agentsys-
temwoulduseinterpretedcodeontheserver(becausemost
mobile-agentsystemsonly support interpretedlanguages
like Java or Tcl). The client andserver will likely be dif-
ferenthardwareandhave differentspeeds,

OQP
and

O S
, re-

spectively. Becausethe language,compiler, and run-time
systemimposeoverhead,theclient runsat a fraction R P of
thefull speed

O_P
, andtheserver runsat a fraction R S of the

full speed
O S

. Of courseR �`�
, andwe expect R S � R P .

On theotherhand,wewould expect
O S &!& OQP

.

Computed values. As hintedin thefiguresabove,thefol-
lowing valuesarecomputedasaresultof theotherparame-
ters.a $cb

Thetime for transmissionacrosstheInternetto the
server.a�d b

Thetime for processingon theserver.a	e b
Thetime for transmissionacrossthewirelessnet-

work.a�f b
Thetime for processingon theclient.

Most of thesehave two variants,i.e.,
a dEg

for the agent
caseand

a d;h
for thebroadcastcase,

a ecg
for theagentcase

and
a ech

for thebroadcastcase,and
a�f g

for theagentcase
and

a�f h
for thebroadcastcase.

2.2. Computing the constraints

As we mentionedabove,eachstageof thepipelinemust
completein lessthantime

�
, thatis,

a $ * �
,
a d * �

,
a e *�

, and
a�f * �

.

Internet,
a $

. Sinceweareconcernedwith alternativesfor
theportionof thesystemspanningthewirelessnetwork, we
do not specificallymodelthe Internetportion. We assume
thattheInternetis notthebottleneck,thatis, it is sufficiently
fastto deliverall datastreamson schedule:a $ � �� $ * � (1)

� * � $ (2)

of course.



Server,
a	d

. In the broadcastcase, the server simply
mergesthe datastreamsarriving from the Internet. This
stepis trivial, andin any case

a dEh � �
almostcertainly.

In the agentcase,datafiltering happenson the server.
Theserver’stimeis acombinationof thefiltering costsplus
thetimespentinitializing newly arrivedagents:

a	dEg �
Ji ,Kj C
D�ki6>j C

8 ,76;: �F<>4!5,76 <>4 ,76A@R S O S l 2 � I ,mJn,NMR S O S (3)

If we know that the expectedvalue of the computing
complexity 8o,76 is B , then we can simplify and obtain a
boundon the numberof client tasks(agents),+ . That is,
weassumethat

0 ,96 8 ,76;: �F<>4!5,96 <>4 ,76G@R S O S p +qBR S O S (4)

Now
a dEg * �

,+qB l 2 � I ,KJL,mMR S O S * �
(5)

+ * : R S O SQr 2 I ,mJL,mM?@ �B (6)

Wireless network,
a e

. The broadcastcaseis relatively
simple,sinceall of thechunkdata

�
is sentover thechan-

nel: a�ech � �� � * � (7)

� * � � (8)

Recallthat
� � � � � � , andthat

� � � � .
In the agentcase,agentsfilter out mostof the dataand

senda subsetof thedataitemsacrossthewirelessnetwork,
asmessagesbackto their taskon theclient. Agent,96 sends,
on average,

�s4!5,96 4 ,96 bits from a chunk. The total time to
transferall agents’messagesis thusa ecg � 0 ,ut 6 �s4!5,96 4 ,96�  * �

(9)

If weconsidertheaverageagent,anddefine

4 5 4wv �+ i ,xt 6 4 5,76 4 ,96 < (10)

thensincethereare + agents+ �s4!5K4�  * �
(11)

But it is not quitethatsimple.
Thewirelesschannelalsocarriesagentsfrom theclients

to theserver, sowe mustadjustfor thebandwidthoccupied

by traffic in the reversedirection.4 Recall that new agents
of size

3
jump to the server at a rate 2 per second.This

activity adds 2 3 bits per second( 2 � 3 bits per chunk) to
thetotal traffic. So,updatingequation(11)we have+ �s4!5K4 l 2 � 3�  * �

(12)

which leadsto a boundon thenumberof agents(tasks):

+ * �  r 2 3
� 4 5 4 (13)

Whendoesthemobile-agentapproachrequirelesswire-
lessbandwidth? We can computethe bandwidthneeded
from the amountof data transmittedfor one chunk, ex-
pandedby

�GyA�
to accountfor the protocoloverhead,then

divideby thetime
�

for onechunk:� � : ��  : + �s4 5 4 l 2 � 3 @>@ � � � : �� � � @ (14)

+ � 4 5 4 l 2 3 � �� � � � (15)

+ � �4 5 4 : �  � � r 2 3� @ (16)

Note that inequality (16) is nearly the sameas inequal-
ity (13). If broadcastis possible( � * � � ), thenwe should
usebroadcastif f + exceedsthe limit provided in inequal-
ity (16). If broadcastis impossible( � &z� � ), thenof course
themobile-agentapproachis theonly choice,but thenum-
berof agentsmustbekeptwithin thelimit specifiedin (13).

Note that in the broadcastcasethe wirelessbandwidth
must scalewith the input streamrate, while in the agent
casethewirelessbandwidthmustscalewith thenumberof
agentsandthe relevanceof the data. Sincewe expectthat
mostof thedatawill befilteredout by agents(i.e.,

4 5 4 �{}| { �
), theagentapproachshouldscalewell to systemswith

largedata-flow ratesandmoderateclientpopulations.

Client,
a�f

. We consideronly the processingneededto
filter the datastream,andassumethat the clientshave ad-
ditional power andtime neededfor an application-specific
consumptionof the data. Also, we assumethe client has
sufficientprocessingpower to launchagentsat rate 2 y ( .

In the broadcastcase,the datafiltering happenson the
clients.We mustdesignfor theslowestclient, i.e.,a f h ��~��L�, D ki6>j C

8 ,96;: �F<?4!5,96 <?4 ,96A@R P, O P, (17)

If all ( clienthostswerethesame,we couldwrite simplya�f h � + ( BR P O P (18)

4Unlessthechannelis full duplex, in which casethereis no impacton
thedownlink bandwidth.Hereweassumeahalf-duplex channel.



andsince
a f h * �

is required,

+ * (	R P O P �B (19)

In theagentcasethereis no datafiltering on theclients,
so
a�f g � { .

2.3. Commentary

Theresultsaresummarizedin Table1.
We canseethat the agentapproachfits within the con-

straintsof thewirelessnetwork if thenumber( + and 2 ) and
size(

3
) of agentsis small,or thefiltering ratios(

4!5N4
) are

low.
We believe that, in many realistic applications,most

agentswill remainon the server for a long time, andnew
agentswill beinstalledrarely. Thus, 2 is small.Mostof the
time, 2 � { . This assumptionsimplifiessomeof theequa-
tions into a morereadableform, asshown in the right side
of thetable.

Notice that the broadcastcasescalesinfinitely with the
numberof clients,but to addtasksto a client or to adddata
to theinputstreamrequirestheclientprocessorto befaster.
Oneveryclient

)
D�ki6>j C

8 ,96E: �F<?4!5,96 <?4 ,96�@R P, O P, * �
(20)

O P, � D ki6>j C
8 ,96;: �=<>4 5,76 <?4 ,96A@R P, � (21)

so,as � or
�

increasesor as + , (the rangeof
/
) increases,OQP, mustincrease.

Themobile-agentcase,on theotherhand,requireslittle
from the client processor(for filtering), but requiresa lot
morefrom theserver processor. Thatprocessormustscale
with theinputdatarate,thenumberof clients,andthenum-
berof tasksperclient.

O S � +�B l 2 � I ,KJL,NM� R S (22)

On the otherhand,it may be easierto scalea server in a
fixedfacility thanto increasethespeedof individual client
machines,especiallyif theserver livesin acomfortablema-
chine room while the clients aremobile, battery-operated
field machines.

Buffers in the pipeline. Sincewe modelour application
asa pipeline,we areprimarily concernedwith throughput
andbandwidth,ratherthanresponsetime andlatency. As
longasthepipelineis stablein thesteadystate,i.e.,nocom-
ponent’scapacityis exceeded,thesystemworks.All of our
abovecalculationsarebasedon thatapproach.

In a realsystem,of course,thedataflow fluctuatesover
time. Buffersbetweeneachstageof thepipelinehold data
whenonestageproducesdatafasterthanthenext stagecan
processit. In a morecompleteanalysiswe would usea full
queuingmodelto analyzethedistribution of buffer sizesat
eachstageof thepipeline,givendistributionsfor parameters
like � , 2 , and 8 :�@ . We leave this analysisfor futurework.

Latency. Althoughwe aremostconcernedwith through-
put, in our applicationsomeclientsmayalsobeconcerned
about latency. In other words, it would be a shameif
time-critical data were delayedfrom reachingthe client.
Which approachleadsto less latency, say, from the time
it reachesthe server until the time it reachesthe client ap-
plication?Considertheflow of a specificdataitemthrough
thepipeline:it is processedontheserver, transmittedonthe
wirelessnetwork, andprocessedontheclient. It mustshare
eachof theseresourceswith otherdataitemsin its chunk,
andit mustsharetheserverandwirelessnetwork with other
clients. On average,eachof + agentsmay requireonlyCD a�dEg CPUtime on thesharedserver. If theserverdivides
its timefinely andevenly, all taskswill completetheircom-
putationat time

a d;g
. If theserverdividesits timecoarsely,

theaveragetaskcompletesin half that time,at time C� a dEg .
A similaranalysiscanbemadefor thewirelessnetwork.

Assumingfine-grainsharingof the server andnetwork,
thelatenciesare� g � a dEg l a ecg l a�f g (23)� h � a dEh l a e�h l a�f h (24)

If we ignore the arrival of new agents(i.e., 2 � {
), and

assumethatall clientsareidentical,we have� g � +�BR S O S l + �s4 5 4�  l { (25)� h � { l �� � l +qB(	R P O P (26)

Unfortunatelyit is difficult to comparethesetwo without
specificparametervalues.

We wonder, however, aboutthe valueof sucha latency
analysis. Given a specificdatarate � , onemustchoosea
serverspeed,wirelessnetwork bandwidth,andclientspeed,
thatcanjust keepup with thedataflow. Thatis, in time in-
terval

�
thosethreecomponentsmusteachbeableto process�

data. Their latency is � � . With sufficiently small
�
, say,

1–10seconds,it seemslikely this latency would suffice for
mostapplications.Althoughoneapproachmayhavea little
lesslatency than the other, the dataflow rate remainsthe
same. Onecould reducelatency by makingbalancedim-
provementsto the two componentswith non-zerolatency;
this improvementmaybeeasierin theagentapproach,be-
causeit maybeeasierto upgradetheserver thanthousands
of clients.



Table 1. Summar y of the constraints derived earlier , along with simplified constraints that assume�=��� . �\� and ��� are not affected by � . At the bottom, we sho w the comparison where agents require
less wireless band width than the broadcast appr oach.

Limits SimplifiedLimits
Stage Broadcast Agent Broadcast Agent
Internet,

a $ � * ��$ � * ��$ � * ��$ � * �%$
Server,

a	d
negligible + * : R S O S r 2 I ,mJn,NM�@ M� 0 + * : R S O S @ M�

Wireless,
a�e � * � � + * h	���#�?����	�N� � * � � + * h	����	�m�

Client,
a f + * ( : R P?O_P @ M� negligible + * ( : R P�OQP @ M� negligible

Comparison SimplifiedComparison
Wireless,

a�e + � C� � � :
h	�h	� r �?�� @ + � C� � �

h	�h	�

Client

Wireless channel

Server cluster

Switch

Wired
Ethernet

Wired/wireless
gateway

Figure 3. The experimental platf orm, in whic h
the server is a cluster of workstations, send-
ing its data thr ough a wireless gateway ma-
chine to the wireless netw ork.
[Client: Gateway Solo 2300 laptop; Intel Pentium
MMX 200MHz, 48MB RAM, runningLinux 2.0.36.
Gateway: Tecra 500CSlaptop; Intel Pentium120
MHz, 16MB RAM, running Linux 2.2.6. Servers:
VA Linux VarStation28,Model2871E;PentiumII at
450MHz, 512K ECCL2 Cache,256MB RAM, run-
ning Linux 2.0.36. Wired network: the gateway was
connectedto a10MbpsEthernet,throughahub,a10
Mbps switch, anda 100 Mbps switch, to the server
cluster. Wirelessnetwork: 2 Mbps Lucent Wave-
LAN “Bronze Turbo” 802.11bPC cardsconfigured
at 2 Mbps.]

3. Experiments to obtain parameters

To measurethe valueof several modelparameters,we
constructeda small test environment consistingof two
Linux laptops,a Linux workstationcluster, anda wireless
network. Onelaptopservedasthewirelessclient machine.
Theotherlaptopranrouted to serveasagatewaybetween
the 2 Mbps wirelessnetwork andthe 10 Mbps wired net-
work. Our server clustercontained14 Linux workstations.
We treatedthe 14 machinesasa single logical server, be-
causeweneededthatmany to effectivelymeasure��� , aswe
describebelow. The platform canbe envisionedasshown
in Figure3.

3.1. Measuring  
Becausethe language,compiler, and run-time system

imposeoverhead,theclient runsat a fraction  \¡ of thefull
speed¢Q¡ , and the server runs at a fraction  \£ of the full
speed¢_£ . Unfortunately, we do not know andcannotdi-
rectly measure¢ .5 On asinglehostof speed¢ , though,we
canrun a compiledC programanda comparableJava pro-
gram,to obtain  \¡?¢ and  ¤£¥¢ , anddivide to obtain  \¡o¦A \£�§

We wrote a simple image-processingapplication (an
edgedetector)in C, and then ported it to Java. We ran
them both on one of our servers, using a sampleimage;
averagingover 100 runs,the Java programtook 111 msec
andtheC programtook 83 msec.In this measurement,we
includeonly the computationalportion of the application,
ratherthanthe time to readandwrite the imagefiles, be-
causein our modeledapplicationthe datawill be stream-
ing throughmemory, andnot on disk. Thesenumbersgive ¤£�¦A \¡�¨�©�§9ªL« , i.e.,C was25%fasterthanJava.

3.2. Measuring �
The raw bandwidthof our WaveLAN wirelessnetwork

was2 Mbps(2,097,152bps). To obtain � values,we mea-
suredthe transmissionspeedof sampleapplicationstrans-
mitting dataacrossthatnetwork, anddividedby 2 Mbps.

To compute�#¬ for thebroadcastcase,wewroteasimple
pairof programs;onebroadcast4999datablocksof 50,000
byteseachacrossthewirelesslink, for theotherto receive.
Thetransmissioncompletedin 1135seconds,whichimplies
that ­

¬ ¨¯®;°;°n°�± «n©}²>©;©n©
­
±-³;´ ¦

­
µnµ�¶ « sec

(27)

� ¬ ¨
­
¬­ ¨ µ ²VªA· µ ²oªA·;¸ bps¸}²>© ° ªE² µ «n¸ bps

¨¹©}§ ³L® © (28)

5Recall the difficulty of measuringthe “peak performance”of an ar-
chitecture,andall the discussionsaboutthe valueof MHz andMIPS as
metricsof performance.



In otherwords,broadcastof thesereasonablylargechunks
of datais 84%efficient.

To compute
�  

for the agentcase,we wrote a simple
agentprogramthatvisits theserver, andsendsabout50KB
of documentsevery 3 seconds.The agentcompletesafter
sending500of these50KB messages.Theeffective band-
width is computedasthe total amountof datatransmitted
dividedby thetime requiredto transmitthedata,including
thetimesleeping.To betterreflectthemodeledapplication,
we actuallysentout severalagentsto differenthostswithin
our server cluster, andincreasedthe numberof agentsand
hostsuntil we reachedthehighestpossibletotalbandwidth.
We found that14 agents,runningon separatehostswithin
theservercluster, reachedabout1.4Mbps.Specifically,

�# � �  � � � <Hº;»nº�< � ºnº
bps¼ < {n½¿¾ < ��À ¼
bps

� {}|9¾G{ » (29)

Weusetheseconstantsin ourequationsto obtaintheresults
below.

3.3. Measuring
I ,KJL,NM

Whenhostingagents,the server needsto supportall of
their computationalneeds. In addition to the processing
time requiredto filter the data,new agentscomeandold
agentsexit. In our model, 2 agentscomeandgo, per sec-
ond, on average. We model the computationaloverhead
of eachagent’s start and exit as

I ,KJL,NM . We wrote a triv-
ial agentandarrangedfor oneof ourserverhoststo rapidly
submitagentsto anotherserverhost.After 5000submit/exit
pairsin 204seconds,weconcludethattheoverhead

I ,KJL,mM is
about40 msec(actually, it is thenumberof operationscor-
respondingto 40 msec). It may be less,becauseour mea-
surementwasbasedon wall-clock time,not CPUtime,and
thisexperimentdid not maxout theCPU.

4. Results

We now usetheseparametersin our equationsto get a
senseof how they reactunderspecificconditions.

Unfortunatelyit is difficult to getactual B , R , and
O

pa-
rameters,althoughwedid measuresomeratiosabove. If we
assume,however, thatour edge-detectionalgorithmis rep-
resentativeof onesortof filteringoperation,wedoknow the
time it took to executethatoperation.On our client laptop
wemeasured BR P O P � ¼ �nÁ msec (30)

If this computationrepresentsthe time neededfor filtering
datathatarrivedover

� � � {
seconds,for example,Equa-

tion 19 tellsusthat

+ y ( * R P O P �B (31)

� � { y {}|7¼ �;Á (32)� º {
(33)

Thatis, about40tasksperclient, for anarbitrarynumberof
clients( . Of course,theclientmachineshouldreservesome
powerfor consumingthedataafterfiltering, soit shouldnot
runanywherecloseto 40 suchtasks.

Similarly, on theserver, if we ignore 2 , Equation6 tells
usthat + * : R S O S @ �B (34)

Themachinesweusedas“servers”in ourexperimentswere
not particularlyspeedy. It is moreinterestingto derive an
equationfor + in termsof the relative power of theserver
andclient,usingquantitiesthatwe alreadyhavemeasured:

+ * R S O SB �
(35)

� R P?O_PB R SR P O SO P � (36)

� �{}|7¼ �;Á sec
: {�|7¾ À @ O SO P : � { sec@ (37)

� � � |7¾ O SO P (38)

Figure4 showsthetotalnumberof agents(for all clients)
thatcouldbesupportedasthepowerof theserver

O S
grows

relative to the power of the clients
O P

, for our 236 msec
sampletask as well as two other possibilities. The plot
showsratios

O S ynOQP
reachingup to 200;largeratioscanoc-

cur if, for example,the server is a large parallelcomputer
or cluster, andtheclientsaresimplepalm-topdevices.

In Figure5 we show the constraintson + , in the agent
case. This graphplots the two constraintsfrom Table 1,
as � varies. The actualconstraintis the minimum of the
two curves. For lower

4 5 4
, the server’s computationis

thetighterconstraint;for higher
4!5X4

, thewirelessnetwork
bandwidthlimits usmore.We useour earliermeasurement
of B y R S O S � �n�;�

msec(the edge-detectionprogramrun-
ning on a 308KB imageon oneof our servers).Of course,
in nearlyany applicationB will vary with

�
(andthuswith� and

�
); for the purposesof this illustrative graphwe as-

sumethat
� � � {

and that the computationis linear. In
otherwords,we imaginethat B maybehaveasfollows.BR S O S � �;�n� +FÂ�Ã�8ÅÄ �� {

sec Ä � Mbps
(39)

In Figure 6 we look at similar resultswhenwe vary 2
(the previous graphassumed2 � {

). In Section3.3 we
measured I ,KJL,NMR S O S � º { msec (40)

andin Section3.1we measuredBR S O S � �;�n� +FÂ�Ã�8 (41)
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andfor afixed
� � � { seconds,thecomputationalconstraint

from Equation6 is

+ * : R S¥OQSB r 2 I ,KJL,mMB @ � (42)

� : ��;�n�
msec

r 2 º { +-Â�ÃA8�;�n�
msec

@¥: � { sec@ (43)

Again, the actualconstraintis the minimum of the two
curves. For lower

4!5K4
, the server’s computationis the

tighter constraint; for higher
4 5 4

, the wirelessnetwork
bandwidthlimits usmore.Abovea certainpoint thetraffic
inducedby the jumping agents( 2 3 ) consumesthe avail-
ablebandwidth

�  
, leaving nothingfor agentsto transmit

their data.With a chunksizeof
� � � {

, we think it highly
unlikely that 2 & � , andmorelikely 2 �!��� .6

Another useful way to look at the resultsis to graph
thebandwidthrequiredby eithertheagentapproachor the
broadcastapproach,given certainparameters.In Figure7
we vary thefiltering ratio, sinceit clearlyhasa big impact
on thebandwidthrequiredby theagentapproach.For low
filtering ratios, the agentapproachneedsless bandwidth
than the broadcastapproach. If � &ë�

(not shown), of
coursethe broadcastapproachcannotwork at all, andthe
agentapproachis theonly solution.

5. Related work

Performancemodelingof computernetworks and dis-
tributedapplicationsis an old field, andour approachand

6Wehave heardof sometestsat Lockheed-Martinin which ìQí-î�ï7ð at
thepeak.
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resultingequationsare similar to many previous analyses
of distributedsystems[Kin90]. In addition,therehasbeen
somesimilar modelingwork specificallyfor mobile-agent
systems.

StrasserandSchwehm[SS97] developa generalmodel
for comparingtheperformanceof RemoteProcedureCalls
(RPC) with the performanceof migrating agents. Using
their model,which is best-suitedfor information-retrieval
applications,they derive equationsfor the total numberof
bytes transferredacrossthe network, as well as the total
completiontime of the task. The equationsinclude such
parametersastheexpectedresultsizeandthe“selectivity”
of theagent(i.e.,how muchirrelevantinformationtheagent
filtersoutat thedatasite,ratherthancarryingwith it for fu-
ture examination). Their byte equationsaresimilar to our
bandwidthequations,althoughtheir time equationsarenot
directly applicableto our scenario,sincewe areinterested
only in whetherthe server cankeepup with the incoming
datastreams,not with thetotal completiontime.

Küpperand Park [KP98] examinea signalingapplica-
tion insidea telecommunicationsnetwork, andcomparea
mobile-agentapproachwith a stationary-agent(or client-
server) approach.Startingwith a queuingmodel of a hi-
erarchicalsignalingnetwork, they produceequationsthat
specifytheexpectedloadon eachnetwork nodein boththe
mobileandstationarycases.Theseequationsaresimilar to
our server-load equations(from which we derive the con-
strainton how many agentstheserver machinecanhandle
simultaneously).

Picco,FuggettaandVigna[Pic98, FPV98] identify three

main designparadigmsthat exploit codemobility: remote
evaluation,codeon demand,and mobile agents. Within
the context of a network-managementapplication,i.e., the
polling of managementinformationfrom apoolof network
devices,they analyzethesethreeparadigmsandthe tradi-
tionalclient-serverparadigm.They developanalyticalmod-
els to comparethe amountof traffic aroundthe network-
managementserver, aswell asthe total traffic on theman-
agednetwork. Thesemodelsaresimilar to our bandwidth
models.

More recently, Puliafito et al. [PRS99] use Petri nets
to comparethemobile-agent,remote-evaluationandclient-
server paradigms. The key parametersto the modelsare
transitionprobabilitiesthatspecify(1) whethera traditional
client or agent will need to redo an operation,and (2)
whethera client or agentwill needto performanotherop-
erationto continuewith the overall task. Using the mod-
els, they comparethe meantime to task completionfor
the three paradigms. Like the the work of Strasserand
Schwehm[SS97], thesePetri-netmodelsare well suited
for information-retrievalapplications,aremoregeneralthan
themodelsin theotherpapers,andarenot directlyapplica-
ble to our scenario,which involvescontinuousfiltering of
an incomingdatastream,ratherthana multi-stepretrieval
task. Petri nets,however, could be a usefulanalysistech-
niquefor ourscenario.

In addition to the mathematicalanalysesabove, there
hasbeena rangeof simulationandexperimentalwork for
mobile-agentsystems. Recentsimulation work includes
[SHG99], which considersthe use of mobile agentsfor
searchoperationson remotefile systems(suchasthestan-
dard substringsearchof the Unix grep command),and
[BP99], which examinestheuseof mobileagentsfor mes-
sagedelivery in ad-hocwirelessnetworks. Recentexper-
imentalwork includes[SDSL99], which comparesdiffer-
entstrategiesfor accessingaWebdatabase,and[GCKR00],
which comparesRPCandmobile-agentapproachesfor ac-
cessinga documentdatabase.Althoughwe have not done
simulation or experimentalvalidation of our model yet,
suchvalidationis anessentialpartof futurework.

In our broadcastscenarioall of the dataarebroadcast.
In our agentscenarioeachagentsendsits own copy of the
filtereddatato its client, regardlessof whetherotherclients
mayalsowant thedata.We maybeableto usetechniques
from thedomainof “broadcastpublishing”to obtainamore
efficentcompromiseapproach[IV96].

6. Summary and future work

Inspectionof theaboveequationsshows thatwith small
filtering ratios(

4!5N4
), or smallnumbersof agents,amobile-

agentschemecan get by with lessbandwidth,or slower
(i.e., cheaperor lighter) clients.Our analysisreinforcesthe



importanceof theengineeringchallengeto keep R S and
�# 

large,that is, to reducetheoverheadof mobile-agentcom-
putationandcommunication.

To further develop this performanceanalysisand to be
ableto useit predictively in real applications,we needto
betterunderstandseveral issues: How variable is the in-
put data stream,in its flow rate? In other words, how
muchbufferingwouldbenecessaryin theserver, andin the
clients? How many differentagent/tasktypesare therein
typical applications,andhow widely do thesetypesvary?
How muchCPUtime is neededto supportthenetwork pro-
tocols?Are averageor expectednumbersacceptableor do
weneedworst-caseanalysis?

Furthermore,we needto addressa few limitations: (1)
Thebroadcastcaseassumesthatnobodymissesany trans-
missions,or that they do not careif they miss it, so there
arenoretransmissions.(2) Bothcasesignoretheclientpro-
cessingconsumedby theendapplication.(3) We consider
only oneapplicationscenariohere.While it is widely rep-
resentative,therearecertainlyotherapplicationtypesworth
analyzing.In particular, we would like to considerscenar-
ios in which the mobile agentsmove up anddown a hier-
archyof gateway machines.We arealso interestedin the
useof mobile agentsasa dynamicallydistributed,andre-
distributed,cooperativecacheto supportmobilecomputers
in a wirelessnetwork.
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